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NEW QUESTI ON: 1

A Solutions Architect needs to design a solution that w |
enable a security learn to detect, review and performroot
cause analysis of security incidents that occur in a cloud
environnent. The Architect nust provide a centralized view of
all APl for current and future AWS regions.

How shoul d the Architect acconplish this task?

A. Enable AWS Trusted Advisor security checks and report all
security incidents tor all regions.

B. Enabl e Anmazon Cl oudWatch | ogs for all AWS services across
all regions and aggregate themin a single Amazon S3 bucket
C. Enable AWS C oudTrail by creating a newtrail and apply the
trail to all regions

D. Enable AWS C oudTtail | ogging in each individual region
Repeat this for all future regions.



Answer: C

NEW QUESTI ON: 2

The foll owm ng seven questions all present the sane scenario.
For your convenience, the scenario is repeated in each
guestion. Each question presents a different goal, question
sentence, and answer choi ces, but the text of the scenario is
exactly the sane in each question in this section.

You are a |licensing specialist. Your custonmer is Contoso

Phar maceuticals, a grow ng pharnmaceutical conpany.

Conpany Backgr ound

Cont oso Pharnmaceuticals has two divisions in the United States,
one division in

Sw tzerland, and two divisions in England. The conpany is
purchasing a small conpetitor in Germany that has a Sel ect

Li cense agreenent at Level A for applications and systens.
The agreenent includes Software Assurance Menbershi p.

In the past year, Contoso Pharnaceutical s expanded nuch nore
rapidly than it had anticipated. The conpanys growth w ||

| i kel y continue. Additional conpetitors m ght be acquired.

Net wor k Descri ption

The Cont oso Pharnmaceuticals network contains 11,500 deskt ops.
The desktops run

M crosoft Wndows XP Professional. Desktops in nobst |ocations
run Mcrosoft Ofice

Prof essi onal . Desktops in sone |locations run third-party
applications. The conpany network contains Mcrosoft Exchange
servers and M crosoft Wndows servers.

Current Licensing Sol ution

Cont oso Pharmaceuticals holds a Select 6.x License agreenent.
When the conpany entered the Sel ect License agreenent, the
nunber of forecasted purchases qualified

Cont oso Pharnmaceuticals for the Level B discount in
applications and systens. As the conpany approaches its first
anniversary, it has accunul ated 20, 000 points in the
Applications pool and 12,000 points in the Systens pool.

Busi ness Goal s

Each division plans and budgets its own software purchases.
Thi s purchase nodel works for Contoso Pharmaceuticals, but the
executive teamwants to | ook for ways to optim ze the conpanys
I nformati on technology (IT) investnents and to ensure a nore
predi ct abl e budget.

The executive teamis evaluating whether it should manage the
| T environnment and budget for the entire enterprise and
standardi ze all desktops to use the sane applications and
operating systens. The teamwants to save noney and to ensure
t hat col | aborati on anong di visions and |l ocations is nore
efficient. The team does not know if the benefits of

standardi zation wll outweigh the costs of training end users
and the I T departnent to use the new software.

End of repeated scenario



You need to recommend the nost appropriate |icensing solution
for Contoso

Phar maceuticals. What additional information do you need about
t he German conpany?

A. the version of Wndows that the conpanys servers run

B. the current software acquisition process

C. the nunber of enpl oyees

D. the nunber of desktops

Answer: D

NEW QUESTI ON: 3
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Answer: A, D

Expl anat i on:

Expl anat i on

The AWS Docunent ati on nmentions sone key aspects with regards to
the configuration of On-premse ADwith AW One is the G oups
configuration in AD Active Directory Configuration Determ ning
how you will create and delineate your AD groups and 1AM rol es
in AW is crucial to how you secure access to your account and
manage resources. SAM. assertions to the AWS environnent and
the respective 1AM role access wll be managed through regul ar
expression (regex) nmatching between your on-prem ses AD group
nane to an AW5 1AM rol e.

One approach for creating the AD groups that uniquely identify
the AW6 1AM role mapping is by selecting a comobn group nam ng
convention. For exanple, your AD groups would start with an
identifier, for exanple, AW5-, as this wll| distinguish your
AWS groups fromothers within the organi zati on. Next i ncl ude

t he

12-di git AW account nunber. Finally, add the matching role nane
within the AWs5 account. Here is an exanpl e:



And next is the configuration of the relying party which is AWS
ADFS federation occurs with the participation of two parties;
the identity or clains provider (in this case the owner of the
i dentity repository - Active Directory) and the relying party,
whi ch is another application that w shes to outsource
authentication to the identity provider; in this case Anmazon
Secure Token Service (STS).

The relying party is a federation partner that is represented
by a clains provider trust in the federation service.

Option B is invalid because AD groups should not be matched to
1AM G oups Option Cis invalid because the relying party should
be configured in Active Directory Federation services For nore
I nformation on the federated access, please visit the foll ow ng
URL:

1

https://aws. anazon. conm bl ogs/ security/ aws-f eder at ed- aut henti cat
lon-wi th-active-directory-federation-services-ad The correct
answers are: Ensure the right match is in place for On-premse
AD Groups and 1AM Roles., Configure AW5 as the relying party in
Active Directory Federation services Submt your
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